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Data Processing Agreement
according to Art. 28 GDPR

 

___________________________
___________________________
___________________________

- hereinafter referred to as the "Client" or the "CT",


and


___________________________
___________________________
___________________________

- hereinafter referred to as "Contractor" or "CR" – 


both together hereinafter referred to as the "Parties”.

1.	Subject of this agreement and duration
1.1	The client (in short: "CT") has commissioned the Contractor (in short: "CR") based on a contract with the provision of various services (in short: "Services"). The present agreement ("DP Agreement") supplements the contract with data processing provisions in accordance with Art. 28 GDPR.
[bookmark: _Hlk505184252]1.2	Insofar as the CR processes (1) personal data for which the Client is responsible under data protection law (in short: "Data") and/or (2) obtains the possibility of accessing Data within the scope of the provision of Services, this is done without exception on behalf of the CT within the meaning of Art. 28 GDPR (in short: "DP").
1.3	In this respect, the CT remains the responsible party for statutory data protection, i.e. “data controller" and, in relation to the data subjects, is responsible for the assessment of the admissibility of the data processing as well as for the protection of the data subjects' rights.
1.4	The current DP Agreement governs the details of the DP pursuant to Art. 28 and Art. 29 GDPR and takes precedence over all other agreements between the Parties regarding the processing of Data by the CR and replaces any older DP Agreements which may exist between the Parties.
1.5	The start, duration, end and termination options of the DP Agreement are the same as those of the contract. The right to extraordinary termination for good cause of this DP Agreement remains unaffected. Good cause shall be deemed to exist in particular if the CR seriously violates data protection regulations or the provisions of this DP Agreement, fails to carry out an instruction of the CT to be followed in accordance with this DP Agreement despite a reminder or refuses to grant the agreed control rights to the CT. If there is good cause for the extraordinary termination of this DP Agreement, this also constitutes an important reason for the extraordinary termination of the contract.

[bookmark: _Toc289864046][bookmark: _Toc255201656]2.	Details on data processing by the CR on behalf of the CT
2.1	The statutory data protection information regarding the services to be provided by the CR are specified in Appendix 1.
2.2	The CR processes the Data exclusively in the context of this DP Agreement, in particular to the extent specified in the relevant specifications of Appendix 1, as well as any documented individual instructions of the CT according to Clause 2.3.
[bookmark: _Hlk505196149]The CR is only entitled to other processing of the Data insofar as it is legally obliged to do so under the law of the EU or the EU State to which it is subject. In such a case, the CR shall provide the CT with notification of any such legal requirements in text form at least prior to processing, unless the applicable law prohibits such communication due to significant public interest. The CR may not use the Data for other purposes, in particular for its own purposes, and may not make any copies or duplicates except for the above statutory obligations.
2.3	Individual instructions of the CT must comply with the contractually agreed scope of services. The CT must issue individual instructions in text form In the event of imminent danger, the CT can also give an individual verbal statement; the CT must then immediately confirm this in text form. The CR will inform the CT immediately if, in its opinion, an individual instruction violates statutory provisions. The CR is then entitled to suspend the execution of the relevant instruction until it is confirmed or changed by the CT after verification. 
2.4	The CR may only delete the Data or, as far as this corrects part of the performance according to Appendix 1, restrict its Data processing upon individual instruction from the CT. For the purpose of deletion, the CR shall use secure state-of-the-art methods which the CR must evidence to the CT upon request.
2.5.	If a data subject contacts the CR directly regarding data protection law or other Data subject rights to which he is entitled, the CR must inform the CT immediately and wait for individual instructions before any further activity and communication. The CR shall support the CT in answering the data subject inquiries, if the CT does not have the information required for this. 
[bookmark: _Hlk505196473]2.6.	The CR is obligated to limit entry and access to the Data strictly to those who need to access the Data to provide the services. Furthermore, the CR is obligated to familiarise persons employed in the execution of the work with the relevant data protection provisions prior to the commencement of the work and oblige them to maintain their confidentiality during the course of their work and subsequently. 
2.7	The CR shall regularly inspect and document the correct processing of the Data and compliance with the data protection regulations by the respective employees as well as the fulfilment of the obligations arising from this DP Agreement. At the request of the CT, it shall provide verification of the inspections and submit the relevant documentation in text form. The CR is obligated to document all processing activities carried out for the CT within the scope of the DP Agreement in accordance with Art. 30 (2) GDPR. At the request of the CT, the CR shall make this documentation available to the CT.
2.8	The CR shall immediately report to the CT in text form and in detail in the case of the following “Data protection incidents”:
(1)	suspected violations of the protection of Data,
(2)	violations by the CR or its employees, subcontractors or third parties against Data protection regulations or against the provisions made in the order,
(3)	deviations in the technical and organisational measures of the CR from the requirements agreed with the CT, 
(4)	any unauthorised access or unauthorised processing of Data and/or
(5)	inquiries, audit activities, investigations or other measures of a Data protection supervisory authority or another authority (e.g. police or court) at the CR's premises.
The notification must be made by the CR at the latest within 24 hours after the CR has become aware of the violation, deviation or irregularity.
The above-mentioned reporting obligations also apply with regard to any potential in-house reporting and notification obligations of the CT according to Art. 33 and Art. 34 GDPR. The CR is obligated to adequately support the CT in its obligations under Art. 33 and 34 GDPR, such as providing the CT with specific knowledgeable contact persons, making relevant documents available, and answering questions from the CT. 
Notifications according to Art. 33 or 34 GDPR may not be made by the CR for the CT, unless there is an explicit individual instruction from the CT.
2.9	Notifications from the CR according to Section 2.8. contain
(1)	a description of the nature of the infringement or deviation, indicating, where possible, the categories and the approximate number of persons concerned, the Data subject categories concerned, and the approximate number of Data records involved;
(2)	a description of the likely consequences of the infringement or deviation; and
(3)	a description of the measures taken or proposed by the CR to remedy the infringement or deviation and, where appropriate, measures to mitigate their potential adverse effects.
2.10	The name and contact details of the company Data protection officer ("DPO") on the part of the CR as well as further information from the CR regarding its Data protection organisation are set out in Appendix 2 and are assured by the contractor. A change of the DPO or other changes to the information in Appendix 2 must be immediately communicated to the CT in text form. 
[bookmark: _Hlk505198724]2.11	The CR shall support the CT by means of suitable technical and organisational measures to comply with the data subject rights pursuant to Art. 12 to 23 GDPR, and to comply with the obligations of the CT with regard to the security of personal Data, as well as with any data protection required under Art. 32 to 36 GDPR, including, if necessary, an impact assessment and prior consultations with supervisory authorities. In addition, the CR must provide the CT with all intelligence and information required by the CR for the fulfilment of any other legal requirements (such as the listing of processing activities).
[bookmark: _Hlk505186125]2.12	The CR is obligated to strictly separate the Data from other data (that of the CR or of other customers of the CR). Further details are described in Appendix 5 under the heading "Confidentiality - Separation Control". Data carriers originating from the CT or used for the CT shall be specifically labelled by the CR, and the CR will also document their receipt and exit, as well as their current use.

3.	Location of Data processing by the CR
[bookmark: _Hlk505186349]3.1	The CR shall only process the Data in member states of the European Union (EU), other member states of the Agreement on the European Economic Area (EEA) or in countries for which an adequacy decision has been issued by the European Commission pursuant to Art. 45 GDPR (“Countries with an adequate level of data protection”); the decisive factor here is the status of the country at the time of the respective processing. This also applies to the mere access to Data from such countries. 
3.2	If, however, the CR (for subcontractors, see Clause 4) does not process the Data in the specified in section 3.1 territory specified in section 3.1 or accesses the Data from outside this area, this shall only be permitted if 
-	the special conditions of Art. 44 ff GDPR have been fulfilled (see Appendix 3) and this is proven to the CT; and
-	the CT has expressly consented to this, either by completing Appendix 3 completely and correctly at the time of the conclusion of the DP Agreement or by later relocating the Data processing to an area outside the area specified in section 3.1 by means of a separate draft of Appendix 3 into which the prior written consent of the CT this relocation has been inserted in writing.
3.3	The Data may only be processed by the CR at its registered office and its business branches. Access to the Data from outside (e.g. in the case of teleworking, home office, mobile working, etc.) is permissible if the CT has expressly and in text form consented to this. The consent requires that (1) those technical and organisational measures also apply at the location of the Data processing, as agreed in Annex 5 to this DP Agreement, and (2) the CR also has access to the location from where external access takes place to carry out checks, as provided for in this Agreement, and ensures compliance with the provisions of this Agreement, including its Annexes. The Contractor shall ensure this contractually with its employees by regulating at least the following contents:
-	home office is only permitted with the means provided by the employer for this purpose (including hardware, applications, connection options).
- 	Only the use of applications pre-installed by the IT department or released by the IT department in individual cases is permitted. This also expressly applies to portable software or operating systems from removable media.
- 	The local drives of a computer are intended for starting applications and operation during the working day. Locally processed Data must also be appropriately backed up in the home office at the latest at the end of the working day, e.g. on server-based drives. The only exception is if the connection to the server-based drives or similar is temporarily not available. In this case, the backup must be made at the next possible opportunity.
 - 	Printouts containing personal Data may only be made in the home office if it is ensured that they can be securely destroyed.
- 	Home office may also take place within one's own living quarters only at locations and under circumstances that guarantee confidentiality, integrity and availability. In particular, third parties must not be able to gain knowledge of the processed Data at any time. Third parties also include persons staying in the same household as the employee.
- 	Devices and information used must be securely transported and supervised at all times within the living quarters. Notebooks, USB drives, etc. must be made available to employees by the contractor in encrypted form. 
- 	In the event of short-term absence, devices in use must be locked (e.g. screen lock) and information must be effectively secured against unauthorised access (e.g. password). During longer absences, all information and work equipment must be stored securely and, if possible, locked away.
Insofar as deviations from the technical and organisational measures agreed in Annex 5 to these DP Agreement apply to the processing of Data for a home office of an employee of the CR, these must be shown separately by the CR and accepted by the CT. 

4.	Involvement of subcontractors 
4.1	The CR may only use subcontractors for the provision of services with prior consent from the CT. 
4.2	The CT has granted approval for the subcontractors listed in Appendix 4. 
[bookmark: _Hlk505186964]If the Contractor uses further subcontractors after conclusion of this DP Agreement, the Client's consent within the meaning of Clause 4.1 shall be deemed to have been granted if the Contractor submits an updated version of Annex 4 to the Client without delay and the Client does not object within 4 weeks after receipt of the new version of Annex 4.4.3	Insofar as, with the agreement of the CT, the CR may use subcontractors who carry out the data processing outside the territory referred to in clause 3.1 the CR must comply with the requirements of Art. 44 to 49 GDPR and prove this to the CT. 
[bookmark: _Hlk505197993]4.4	In any case, the CR must design its contracts with subcontractors in such a way that they at least comply with the Data protection provisions of the DP Agreement and Art. 28 and Art. 29 GDPR, the responsibilities of the CR and the respective subcontractor are clearly separated from each other, and the CT has the same rights directly vis-à-vis the respective subcontractor as it has under this DP Agreement with the CR. This includes, in particular direct inspection rights of the CT in relation to the respective subcontractor. The contract between the CR and a subcontractor must also provide reasonable guarantees that the appropriate subcontractor will take the appropriate technical and organisational measures to carry out the processing in accordance with the requirements of this DP Agreement and relevant Data protection laws.
4.5	The CR is responsible regarding the CT for the best possible and privacy-compliant selection of suitable subcontractors, as well as the respective Data-protection-compliant processing of the Data. The CR must carefully select its subcontractors with special regard to the suitability of the technical and organisational measures it has taken in terms of Art. 32 GDPR. The CR is also required to regularly inspect and document compliance with the obligations of all subcontractors. At the request of the CT, the CR must send him the test documents relevant for the selection examination and the regular examination. 
[bookmark: _Hlk505197757]4.6	If a subcontractor does not comply with its duties of Data protection, the CR is liable to the CT for compliance with the duties of the subcontractor as well as for its own breaches of duty. The liability of the CR for its own obligations in connection with the subcontractor remains unaffected.
[bookmark: _Hlk505187425]4.7	The forwarding of Data to subcontractors or their access to them is only permissible if the CR has established the conditions according to this agreement as well as Art. 28 GDPR, and the respective subcontractor fulfils its obligations according to Art. 29 and Art. 32 Abs. 4 GDPR with regard to its employees.
4.8	The provisions of this Clause 4 also apply to all other subcontractors engaged by subcontractors, as well as to further subcontractors engaged by these subcontractors (etc.) throughout the entire chain.

5.	Technical and organisational protective measures taken by the CR
[bookmark: _Hlk505197362]5.1	The CR must ensure the security of the processing as per Art. 32 GDPR, in particular in conjunction with Art. 5 (1), (2) GDPR. In this respect, the CR shall guarantee a reasonable level of protection for the rights and freedoms of data subjects affected by the processing for the provision of the services. To this end, the CR shall take into account the protection objectives of Art. 32 GDPR, in such a way that, by appropriate technical and organisational measures, risk is excluded as far as is possible in the long term. 
5.2	The data security concept described in Appendix 5 defines the selection of technical and organisational measures (in short: "TOMs") in accordance with the determined risk, taking into account the protection objectives according to the state of the art with special consideration of the IT systems and processing processes used at the CR's premises. The CR is obliged to maintain the TOMs during the term of this DP Agreement. It shall also observe the principles of proper Data processing. 
5.3	In the context of technical progress and further development, the CR is permitted and, in the event of a technical need, also obliged to adapt individual TOMs, provided that the measures are adequate and do not fall short of the security level of the TOMs specified in Appendix 5. At the request of the CT, the CR shall inform the CT of any such changes, but significant changes shall be agreed by mutual agreement before they are introduced.

6.	Inspections by the CT
[bookmark: _Toc289864051][bookmark: _Toc254029964]6.1	The CT is entitled to inspect compliance with the provisions on data protection, this DP Agreement, and its attachments, in particular the agreed TOMs in accordance with Appendix 5, either by itself or by third parties, in particular by obtaining information and access to stored Data and Data processing programs, as well as through on-site inspections at all times and with reasonable advance notice. If there are factual indications to suspect that a Data protection incident within the meaning of Section 2.8 has occurred, the CT shall be entitled to carry out a check even without advance notice. In this respect, the CT is obligated to treat all acquired knowledge of business secrets and Data security measures of the CR confidentially. This obligation remains valid even after termination of this contract.
6.2	The CR shall assure that, as far as necessary, it will assist with inspections by the CT and support the CT, in particular through granting access and providing documents to the CT (protocols, reports from the Data protection officer, certifications, etc.). 

7.	Termination of the DP
7.1	Upon potential request from the CT at any time, but, at the latest, at the end of the DP, the CR must immediately surrender the CT's Data in a common electronic format readable for the CT, or, on separate individual instruction, physically delete this Data in compliance with Data protection.
7.2	The CR must log deletions according to the preceding paragraph and send the deletion report to the CT without delay and confirm there in text form the completeness of the Data deletion and the accuracy of the information.
[bookmark: _Hlk505199228]7.3	Documentation from the CR serving as proof of the orderly and proper Data processing by the CR, as well as documents which are subject to the legal storage obligations of the CR, shall be exempted from the regulations mentioned above to the extent required. Insofar as Data is contained there, the CR shall inform the CT of this upon termination of the DP Agreement at the latest.

8.	Liability and reciprocal information
8.1	The CR shall be liable in accordance with the statutory regulations for damages incurred by the CT as a result of violations by the CR of this DP agreement and/or of the relevant legal data protection provisions that apply to it. Fines are also considered to constitute such damages.
Any limitations of liability under the respective contract for the provision of the services concerned shall not apply.
8.2	Insofar as damage claims (Art. 82 GDPR), fines (Art. 83 GDPR), or other sanctions (Art. 84 GDPR) are threatened or asserted against the CR or CT in connection with the processing of Data under this Agreement, the CR and CT must inform each other thereof immediately. Without prior agreement with the other party, the party concerned may not submit any comments or acknowledgement or comparable statement; if the CR and CT do not agree on the nature of the defence, the final decision-making right lies with the CT as "master of the data". In addition, both parties must assist in the defence against claims.

9.	Other provisions
9.1	The objection to the right of retention, according to § 273 BGB [German Civil Code], over the Data, parts thereof, and data carriers of the CT, is excluded.
9.2	Insofar as the Data is endangered by confiscation or seizure, by insolvency proceedings or by other events or measures of third parties at the CR's premises, the CR shall inform the CT without delay. The CR must inform all parties involved in this regard that the CT is the sole responsible party and "master of the Data".
9.3	Separate remuneration for activities of the CR, in particular support services, does not apply under this DP Agreement, but rather is compensated with the remuneration from the contract.
9.4	Amendments or additions to the DP Agreement or any of its components and appendices - including any warranties from the CR - require a written agreement and an express indication that it is an amendment or supplement to this Agreement. This also applies to the waiver of this form requirement. Written form in the above sense means the form of § 126 BGB [German Civil Code], which can also be adhered to by signing and sending by fax or scan. 
9.5	The DP Agreement is governed by the law of the Federal Republic of Germany, unless the GDPR contains priority provisions. If a place of jurisdiction has been agreed in the contract, this also applies to all claims or matters arising out of or in connection with this DP Agreement.
9.6	Should individual parts of this DP Agreement be ineffective, this does not otherwise affect the validity of the DP Agreement. 

10.	Appendices
	The following appendices are a mandatory part of this DP Agreement:
Appendix 1:	Details on order processing
Appendix 2:	Information about the CR's Data protection organisation
Appendix 3:	Location of Data processing by the CR outside EU/EEA
Appendix 4:	List of approved subcontractors
Appendix 5:	Description of the technical and organisational measures taken by the CR to protect the Data of the CT.


11.	Signatures



Client	Contractor


________________________________________ 	_________________________________________
Place, Date					Place, Date


________________________________________ 	________________________________________
Role and name in block letters			Role and name in block letters


________________________________________ 	________________________________________
Signature Client					Signature Contractor
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APPENDIX 1: Details on Data processing (to be completed by CT and CR)

	Ser. No.
	Brief description of performance/services
	Subject and nature of Data processing
(What services concerning the Data are to be provided: Collection? Storage? Transfer? How? etc.)
	Does the CR itself store Data of the CT?


	When is deletion carried out?
	Circle of data subjects

	Type and categories of personal Data
	Location (city/country), where the CR processes Data


	
	EXAMPLE:
Printing of business cards for employees of the CT
	EXAMPLE:
The personal Data to be printed must be accepted by the CR and temporarily stored for technical purposes. These are then processed and printed for the business cards.
	EXAMPLE:
Yes.
Deletion takes place after sending the printed business cards to the CT and its release of the cards 
	EXAMPLE:
7 days after the event
	EXAMPLE:
Employee of the CT
	EXAMPLE:
Name and professional contact details of employees
	EXAMPLE:
Munich, Germany

	
	Bookkeeping for several Instituts in the Region Subsahara Africa
	Processing of Data in SAP (Bookeeping)
	No
	Processing takes place in the internal bookkeeping and monitoring systems of Goethe-Institut
	Clients & Employees of the CT
	Names, banking details and salaries of employees, Names, banking details and addresses of service providers, Names and banking details of clients
	CR works on CT internal systems. Data is therefore processed on CT servers

	
	Financial Monitoring for several Instituts in the Region Subsahara Africa
	Processing of Data in Excel, SAP – Forms provided by Goethe-Institut
	No
	Processing takes place in the internal bookkeeping and monitoring systems of Goethe-Institut
	Clients & Employees of the CT
	Names, banking details and salaries of employees, Names, banking details and addresses of service providers, Names and banking details of clients
	CR works on CT internal systems. Data is therefore processed on CT servers

	
	
	
	
	
	
	
	




APPENDIX 2: Information about the CR's Data protection organisation (to be completed by the CR)
a.	Recipient of instructions on the part of the CR - name, function
list here

b.	Data Protection Officer
☐	A Data protection officer (DPO) has been appointed at the CR's premises. Name and contact details: _____________________________________________
☐	No DPO has been appointed. Reason: _______________________________________

c.	Confidentiality inter alia
All employees of the CR, who can get into contact with personal Data of the CT, have been familiarised with their privacy policy, confidentiality and the obligation not to process the Data without authorisation. 

d.	Privacy Training
The employees of the CR who may get into contact with the personal Data of the CT have been regularly trained in Data protection.

e.	Internal Data protection inspections
The CR shall regularly carry out internal Data protection controls.

f.	Certifications	
The CR has the following certificates/attestations (for example, ISO 27001 certificate), which also or specifically concern the procedures for the collection, processing or use of the CT's Data.
	☐	None
	☐	The following (please attach):	________________________		

APPENDIX 3: Location of Data processing by the CR outside the EU/EEA (to be completed by the CR)

Data processing by the CR takes place in or from Member States of the EU/EEA or countries for which an adequacy decision has been issued by the European Commission pursuant to Art. 45 GDPR: 

☐	Yes				☐	No

If “No” has to be checked above, the Parties agree EU standard contractual clauses must be concluded between them, unless a sufficient level of Data protection:
☐	is produced via binding internal Data protection regulations at the CR's premises (Art. 46 (2) lit. b in conjunction with 47 GDPR);
☐	is produced via: 	________________________		 

APPENDIX 4: List of approved subcontractors (to be completed by CR)

Are subcontractors used?		☒	No
					☐	Yes

If subcontractors are employed, these are to be comprehensively listed in the following table; the same applies to sub-subcontractors (etc.):

	Ser. No.
	Name of subcontractor
	Subcontractor address
	Task of subcontractor
(= which personal Data of the CT does the subcontractor process/have access to and for what reasons?
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APPENDIX 5: Description of the technical and organisational measures taken by the CR to protect the Data of the CT (to be completed by the CR)

	Short description
	Explanation and examples
	Description of the concrete measures taken by the CR

Important completion note:
The CR must specifically and in detail (only) describe the measures it has taken to protect the Data it receives from the CT/to which it has access:
- 	The mention of keywords alone, such as "video surveillance" or similar, is not sufficient.
-	It is necessary to give details, as in the example: "Video surveillance system consisting of X cameras that monitor, record and periodically evaluate the reception, entrance and server room area" or similar)
If the Data of the Ct is stored on several systems at the CR's premises, e.g. stored on its server and processed on desktop PCs/clients, the CR shall describe the measures taken for both the servers and the desktops, such as "a. Measures concerning servers (...), b. Measures concerning clients (...)". As far as Data is processed on notebooks or other mobile devices, this is a third category due to the increased measures to be taken there (e.g. measures on mobile devices).

	
	
	

	1. Confidentiality (Art. 32 (1) (b) GDPR)

	Physical Access Control
	No unauthorised entry to Data processing systems, e.g.: Magnetic or chip cards, keys, electric door openers, security or gatekeepers, alarm systems, video installations;
	

	Electronic Access Control
	No unauthorised system usage, e.g.: (secure) passwords, automatic locking mechanisms, two-factor authentication, encryption of Data carriers;
	

	Internal Access Control 
(permissions for user rights of access to and amendment of Data)
	No unauthorised reading, copying, modification or removal within the system, e.g.: Authorisation concepts and needs-based access rights, logging of accesses;
	

	Separation Control
	Separate processing of Data collected for different purposes, e.g. multi-client capability, sandboxing;
	

	Pseudonymisation
	The processing of personal Data in such a way that the Data can no longer be attributed to a specific Data subject without the need for additional information, provided that such additional information is kept separate and subject to appropriate technical and organisational measures
	

	2. Integrity (Art. 32 (1) (b) GDPR)

	Data Transfer Control
	No unauthorised reading, copying, modification or removal during electronic transmission or transport, e.g.: Encryption, Virtual Private Networks (VPN), electronic signature
	

	Data Entry Control
	Determining if and by whom personal Data has been entered, modified or removed in Data processing systems, e.g.: Logging, document management;
	

	3. Availability and resilience (Art. 32 (1) (b) GDPR)

	Availability Control
	Protection against accidental or wilful destruction or loss, e.g.: Backup strategy (online/offline, on-site/off-site), uninterruptible power supply (UPS), antivirus, firewall, reporting and contingency plans;
	

	Rapid Recovery
	
	

	4. Procedure for regular review, assessment, evaluation and Privacy by Default(Art. 32 (1) (d) GDPR, Art. 25 (1) GDPR)

	Data protection management;
	
	

	Incident response management;
	
	

	Privacy by Design and Default 
	
	

	Order Control
	No Data processing within the meaning of Art. 28 GDPR without corresponding instructions from the client, e.g.: Clear contract design, formalised order management, strict selection of the service provider, compulsory pre-obligation, follow-up checks.
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