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Data Processing Agreement - ANNEXES
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		Data Processing Agreement

 

Client to be added


- hereinafter referred to as “Client” -


and


Contractor


- hereinafter referred to as “Contractor” – 


both hereinafter referred to as “Parties” – 

1.	Subject matter of this agreement and duration
1.1	The Client has commissioned the Contractor under a contract to provide various services (hereinafter: “Services”). This agreement (“DPA”) supplements the contract with provisions regarding data processing in accordance with Article 28 of the GDPR. 
1.2	Insofar as the Contractor, in the course of providing the services, (1) processes personal data for which the Client is the controller under data protection law (hereinafter: “Data”) and/or (2) is granted access to data, this shall be done exclusively on behalf of the Client and in the sense of data processing on behalf of the Client as a controllerpursuant to Article 28 of the GDPR.
1.3	The Client remains the data controller in this respect, i.e. the “data owner”, and is responsible in relation to the data subjects for assessing the lawfulness of the data processing and for safeguarding the rights of the data subjects.
1.4	The DPA governs the details of the data processing in accordance with Articles 28 and 29 of the GDPR and takes precedence over all other agreements between the parties regarding the processing of data by the Contractor. It also supersedes any existing older DPAs regarding the processing of data on behalf of the Client. 
1.5	The commencement, duration, termination and options for termination of this DPA correspond to those of the Contract. The right to terminate this DPA for cause remains unaffected. Good cause shall be deemed to exist if the Contractor seriously breaches data protection regulations or the provisions of this DPA, fails to comply with an instruction from the Client to be followed under this DPA despite a reminder, or denies the Client control rights in breach of the contract. Where there is good cause for extraordinary termination of this DPA, this shall simultaneously constitute good cause for extraordinary termination of the Contract.
[bookmark: _Toc255201656][bookmark: _Toc289864046]2.	Details regarding Data processing by the Contractor on behalf of the Client
2.1	The data protection details relating to the services to be provided by the Contractor are set out in Annex 1.
2.2	The Contractor shall process the data exclusively within the scope of this DPA, in particular in accordance with the relevant provisions of Annex 1, as well as any documented specific instructions from the Client in accordance with clause 2.3.
[bookmark: _Hlk505196149]The Contractor is only authorised to process the data in other ways to the extent that it is legally obliged to do so under the law of the EU or the EU Member State to which it is subject. In such a case, the Contractor shall notify the Client of these legal requirements in writing at least prior to processing, provided that the relevant law does not prohibit such notification on grounds of an important public interest. Apart from the aforementioned legal obligations, the Contractor may not use the data for any other purposes, in particular not for its own purposes, nor may it make any copies or duplicates thereof.
2.3	Individual instructions from the Client must remain within the scope of the contractually agreed services. The Client must issue individual instructions at least in writing. In cases of imminent danger, the Client may also issue an individual instruction verbally. The Client must then confirm this immediately in writing at the very least. The Contractor shall inform the Client immediately if, in its opinion, an individual instruction contravenes statutory provisions. The Contractor is then entitled to suspend the execution of the relevant instruction until it has been confirmed or amended by the Client following review. 
2.4	The Contractor may only correct, delete or restrict the processing of data upon specific instruction from the Client or insofar as this forms part of the service as set out in Annex 1. For deletion, the Contractor must use secure, state-of-the-art methods, which the Contractor must demonstrate to the Client upon request.
2.5	Should a data subject contact the Contractor directly regarding a data protection-related request for information or other rights to which they are entitled, the Contractor must inform the Client of this immediately and await the Client’s specific instructions before undertaking any further action or communication. The Contractor shall assist the Client in responding to data subject enquiries, provided that the Client does not possess the necessary information for this purpose.
[bookmark: _Hlk505196473]2.6.	The Contractor is obliged to strictly limit access to the data to those persons who need to access the data to provide the services. The Contractor is further obliged to familiarise the persons employed in the performance of the work with the data protection provisions applicable to them before they commence work and to ensure, both during their employment and thereafter, that they comply with data protection requirements in an appropriate manner. 
2.7	The Contractor shall regularly monitor and document, both within its own organisation and among the subcontractors it engages, the correct processing of the data and compliance with data protection regulations by the respective employees, as well as the fulfilment of the obligations under this DPA. Upon the Client’s request, the Contractor shall provide evidence of such checks, at least in writing, and submit the relevant documentation. The Contractor shall document all processing activities carried out for the Client under this DPA in accordance with Article 30(2) of the GDPR. Upon the Client’s request, the Contractor shall make this documentation available to the Client.
2.8	The Contractor shall immediately notify the Client in writing or in text form, providing details, of the following data protection incidents:
(1)	Suspected breaches of personal data protection,
(2)	breaches by him or his employees, subcontractors or third parties of data protection regulations or of the provisions agreed in the contract,
(3)	Deviations in the Contractor’s technical and organisational measures from the requirements agreed with the Client, 
(5)	any unauthorised access to or unauthorised processing of data and/or
(6)	enquiries, inspections, investigations or other measures taken by a data protection supervisory authority or another authority (e.g. the police or a court) at the Contractor’s premises.
The Contractor must notify the Client within 24 hours at the latest after the Contractor becomes aware of the breach, deviation or irregularity.
The above notification obligations also apply with regard to any of the Client’s own notification and reporting obligations under Articles 33 and 34 of the GDPR. The Contractor undertakes to provide the Client with appropriate support in fulfilling its obligations under Articles 33 and 34 of the GDPR, for example by providing the Client with knowledgeable contact persons, making relevant documents available and answering the Client’s questions. 
The Contractor may not make notifications under Articles 33 or 34 of the GDPR on behalf of the Client, unless the Client has given express individual instructions to that effect.
2.9	Notifications by the Contractor pursuant to clause 2.8 shall include
(1)	a description of the nature of the breach or deviation, where possible specifying the categories and approximate number of data subjects affected, the categories of data concerned and the approximate number of data records affected;
(2)	a description of the likely consequences of the breach or incident; and
(3)	a description of the measures taken or proposed by the Contractor to remedy the breach or deviation and, where appropriate, measures to mitigate its potential adverse effects.
2.10	Information regarding the Contractor’s Data Protection Officer (“DPO”) and further details provided by the Contractor regarding its data protection organisation are set out in Annex 2 and have been confirmed by the Contractor. The Contractor must notify the Client immediately in writing or in text form of any change of DPO or other changes to the details in Annex 2. 
[bookmark: _Hlk505198724]2.11	The Contractor shall support the Client with appropriate technical and organisational measures to comply with the data subject rights under Articles 12 to 23 of the GDPR, as well as in complying with the Client’s obligations under Articles 32 to 36 of the GDPR regarding the security of personal data, and any necessary data protection impact assessments and prior consultations with supervisory authorities. Furthermore, the Contractor shall, upon the Client’s request, provide the Client with all information and data required by the Client to fulfil other legal requirements applicable to it (such as for the preparation of the record of processing activities).
[bookmark: _Hlk505186125]2.12	The Contractor must strictly separate the data from other data sets (whether the Contractor’s own or those of other clients of the Contractor); further details are set out in Annex 5 under the heading “Confidentiality – Separation Control”. The Contractor shall clearly mark data carriers originating from the Client or used on behalf of the Client, and shall document their receipt and dispatch as well as their ongoing use
3.	Location of data processing by the Contractor
[bookmark: _Hlk505186349]3.1	The Contractor shall process the data only in Member States of the European Union (EU), other contracting states of the Agreement on the European Economic Area (EEA) or in countries for which an adequacy decision has been issued by the European Commission pursuant to Article 45 of the GDPR (‘countries with an adequate level of data protection’); the status of the country at the time of the respective processing is decisive . This also applies to mere access to the data from such countries. 
3.2	Insofar as the Contractor (see Section 4 regarding subcontractors) does not process the data within the territory referred to in Section 3.1 or accesses the data from outside this territory, this is only permissible if 
-	the specific conditions of Articles 44 et seq. of the GDPR are met and the Contractor provides evidence of this to the Client; and
-	the Client has expressly consented to this, either by ensuring that Annex 3 is fully and correctly completed at the time of conclusion of the DPA, or, in the event of a subsequent transfer of data processing to a territory outside the territory specified in clause 3.1, by producing a separate copy of Annex 3 and the Client’s prior written consent to such transfer as set out therein.
3.3 	The data may only be processed by the Contractor at its registered office and its business premises. Access to the data from outside these premises (e.g. in the case of teleworking, working from home, mobile working, etc.) is only permitted with the Client’s consent. Such consent is subject to the following conditions: (1) the technical and organisational measures agreed in Annex 5 to these GTC also apply at the location where the data is processed, and (2) the Contractor also has access at the location of external access to carry out checks as provided for in this agreement and ensures compliance with the provisions of this agreement, including its annexes. The Contractor must ensure this contractually with its employees by stipulating at least the following:
-	Working from home is permitted exclusively using the resources provided by the employer for this purpose (including hardware, applications and connection options).
-	Only applications pre-installed by the IT department or approved by it on a case-by-case basis may be used. This also applies expressly to portable software or operating systems on removable media.
- 	A computer’s local drives are intended for launching applications and for use during the working day. Data processed locally must also be backed up in the home office by the end of the working day at the latest, e.g. by storing it on server-based drives. An exception applies only if the connection to the server-based drives or similar is temporarily unavailable. In this case, the backup must be carried out at the earliest opportunity.
 -	Printouts containing personal data may only be made in the home office if it is ensured that they can be securely destroyed.
- 	Working from home may also take place within the employee’s own home, but only in locations and under circumstances that guarantee confidentiality, integrity and availability. In particular, third parties must not be able to gain access to the processed data at any time. Third parties also include persons residing in the same household as the employee.
- 	Equipment and information used must be transported securely and supervised at all times, even within the home. Laptops, USB sticks, etc. must be provided to employees by the contractor in encrypted form. 
- 	In the event of a brief absence, devices in use must be locked (e.g. screen lock) and information must be effectively secured against unauthorised access (e.g. password). In the event of a prolonged absence, all information and work equipment must be stored securely and, where possible, locked away
Where the processing of the Client’s personal data in connection with an Employee’s home office differs from the technical and organisational measures agreed in Annex 5 to this DPA, such differences must be specifically identified by the Contractor and accepted by the Client. 
4.	Use of subcontractors 
4.1	The Contractor may only engage subcontractors in the provision of services with the prior and express consent of the Client. 
4.2	The Client consents to the use of the subcontractors listed in Annex 4. 
If the Contractor engages further subcontractors after the conclusion of this General Terms and Conditions agreement, the Client’s consent within the meaning of clause 4.1 shall be deemed to have been granted if the Contractor immediately submits an updated version of Annex 4 to the Client and the Client does not object within 4 weeks of receiving the new version of Annex 4.
[bookmark: _Hlk505186964]4.3	Insofar as the Contractor, with the Client’s consent, engages subcontractors who carry out data processing outside the territory specified in clause 3.1, the Contractor must strictly comply with the requirements of Articles 44 to 49 of the General Data Protection Regulation (GDPR) and provide evidence of this to the Client. 
[bookmark: _Hlk505197993]4.4	In all cases, the Contractor must draft its contracts with sub-processors in such a way that, in terms of data protection law, they comply at least with the data protection provisions of this DPA and Articles 28 and 29 of the GDPR, the responsibilities between the Contractor and the respective sub-processor are clearly delineated, and the Client has the same rights directly vis-à-vis the respective sub-processor as it has vis-à-vis the Contractor under this DPA. This includes the Client’s direct rights of supervision over the respective sub-processor. The contract between the Contractor and a sub-processor must also provide sufficient guarantees that the relevant sub-processor implements appropriate technical and organisational measures to ensure that processing is carried out in accordance with the requirements of this DPA and the relevant data protection laws.
4.5	The Contractor shall be responsible to the Client for the best possible and data protection-compliant selection of suitable sub-processors, as well as for the data protection-compliant processing of data carried out by them. The Contractor must carefully select its sub-processors, paying particular attention to the suitability of the technical and organisational measures taken by them within the meaning of Article 32 of the GDPR. The Contractor is further obliged to regularly check and document compliance with these obligations by all sub-processors. Upon request by the Client, the Contractor must send the Client the relevant audit documents pertaining to the selection process and regular checks. 
[bookmark: _Hlk505197757]4.6	If a sub-processor fails to fulfil its data protection obligations, the Contractor shall be liable to the Client for the sub-processor’s compliance with its obligations as if the Contractor had breached its own obligations. The Contractor’s liability for its own obligations in connection with the sub-processor remains unaffected.
[bookmark: _Hlk505187425]4.7	The transfer of data to subcontractors or their access to such data is only permissible once the Contractor has fulfilled the requirements set out in this agreement and in Art. 28 GDPR and the respective subcontractor has fulfilled its obligations under Art. 29 and Art. 32(4) GDPR regarding its employees.
4.8	The provisions of this Clause 4 shall also apply to all further sub-processors engaged by sub-processors, as well as to further sub-processors engaged by them in turn (and so on) throughout the entire chain.

5.	Technical and organisational safeguards implemented by the Contractor
[bookmark: _Hlk505197362]5.1	The Contractor shall ensure the security of processing in accordance with Article 32 of the GDPR, in conjunction with Article 5(1) and (2) of the GDPR. In this respect, the Contractor shall ensure a level of protection appropriate to the risk to the rights and freedoms of data subjects. To this end, the Contractor shall consider the protection objectives of Article 32 of the GDPR in such a way that the risk is permanently minimised as far as possible through appropriate technical and organisational measures. 
5.2	The data security concept described in Annex 5 sets out the selection of technical and organisational measures (hereinafter: “TOMs”) appropriate to the identified risk, considering the protection objectives in accordance with the state of the art, with particular regard to the IT systems and processing procedures used by the Contractor. The Contractor is obliged to maintain the TOMs throughout the term of this DPA. It shall also observe the principles of proper data processing.
5.3	In the context of technical progress and further development, the Contractor is permitted and, where technically necessary, obliged to adapt individual TOMs, provided that the measures are adequate and the security level of the TOMs set out in Annex 5 is not compromised. Upon request by the Client, the Contractor shall inform the Client of such changes; however, significant changes must be agreed upon before their implementation.
5.4	The parties agree that the provisions of Annex 5 shall apply mutatis mutandis to the processing of information which is not personal data but is worthy of protection for other reasons, e.g. has been expressly designated as confidential by the Client or whose confidentiality arises from the circumstances of its disclosure to the Contractor or from the nature of the information itself (hereinafter referred to as ‘Sensitive Information’). 	Comment by Autor: @Daniel: Instead, we will include a definition of sensitive information from the information security policy framework in the completion instructions.

6.	Checks by the Client
[bookmark: _Toc289864051][bookmark: _Toc254029964]6.1	The Client is entitled to monitor compliance with data protection regulations, this DPA including its annexes, and in particular the agreed TOMs set out in Annex 5, either itself or through third parties, in particular by obtaining information and inspecting stored data and data processing programmes, as well as, with reasonable notice, through on-site inspections at the Contractor’s premises. If there are factual grounds for suspecting that a data protection incident within the meaning of Clause 2.8 has occurred, the Client is entitled to carry out an on-site inspection at the Contractor’s premises even without prior notice. The Client is obliged to treat all knowledge acquired regarding the Contractor’s trade secrets and data security measures as confidential. This obligation shall remain in force even after the termination of this contract.
6.2	The Contractor undertakes to cooperate with and assist the Client during any inspections, where necessary, and to grant the Client access and provide documents (minutes, reports from the data protection officer, certifications, etc.). 

7.	Termination of the Contract
7.1	Upon request by the Client at any time, but no later than upon termination of the Contract, the Contractor shall immediately hand over the Client’s data to the Client in a standard electronic format readable by the Client, or, upon separate instruction, physically delete such data from its systems in compliance with data protection regulations.
7.2	The Contractor must keep a record of any deletions carried out in accordance with the preceding paragraph and send the deletion log to the Client without delay, confirming in writing or in text form the completeness of the data deletion and the accuracy of the information.
[bookmark: _Hlk505199228]7.3	The Contractor’s documentation serving as evidence of the proper and lawful processing of data by the Contractor, as well as documents subject to the Contractor’s statutory retention obligations, are to the extent required exempt from the above provisions. Insofar as such documents contain data, the Contractor must inform the Client no later than upon termination of the DPA.

8.	Liability and mutual information
8.1	The Contractor shall be liable in accordance with statutory provisions for any damage incurred by the Client because of the Contractor’s breach of this General Terms and Conditions Agreement or the relevant statutory data protection provisions. Fines shall also be deemed to constitute such damage.
Any limitations of liability arising from the respective contract for the provision of the relevant services shall not apply.
8.2	Insofar as claims for damages (Art. 82 GDPR), fines (Art. 83 GDPR) or other sanctions (Art. 84 GDPR) are threatened or asserted against the Contractor or the Client in connection with data processing carried out under this DPA, the Contractor and the Client shall inform each other of this without delay. Without prior consultation with the other party, the party concerned may not issue any statements, admissions or comparable declarations; if the Contractor and the Client cannot agree on the manner of defence, the final decision rests with the Client as the “data controller”. Furthermore, both parties shall support one another in defending against such claims.

9.	Miscellaneous provisions
9.1.	The defence of a right of retention under Section 273 of the German Civil Code (BGB) in respect of the Client’s data, parts thereof and data carriers is excluded.
9.2	Insofar as the data held by the Contractor is at risk due to seizure or attachment, insolvency proceedings or other events or measures by third parties, the Contractor must inform the Client of this without delay. The Contractor must inform all parties involved in this context that the Client alone is the data controller and ‘owner of the data’.
9.3	No separate remuneration shall be payable for the Contractor’s activities, in particular support services, under this DPA; rather, such remuneration is covered by the remuneration under the commercial contract.
9.4	Any amendments or additions to the DPA or its components and annexes – including any representations made by the Contractor – shall require a written agreement and an express statement that they constitute an amendment or addition to this DPA. This shall also apply to any waiver of this formal requirement. 
9.5	The DPA shall be governed by the laws of the Federal Republic of Germany, unless the GDPR contains provisions that take precedence. Where a place of jurisdiction has been agreed in the contract, this shall also apply to all claims or matters arising out of or in connection with this DPA.
9.6	Should individual parts of this DPA be invalid, this shall not affect the validity of the remainder of the DPA. 


10.	Annexes
	The following annexes form an integral part of this DPA:
Annex 1:	Details regarding order processing
Annex 2:	Information on the Contractor’s data protection organisation
Annex 3:	Location of data processing by the Contractor outside the EU/EEA
Annex 4:	List of approved sub-processors
Annex 5:	Description of the technical and organisational measures taken by the Contractor to protect the Client’s data

11.	Signatures


Client						Contractor


Click here to insert text				Click here to insert text
Place, Date						Place, Date


Click here to insert text				Click here to insert text 
Position and name in block capitals		Position and name in block capitals

Insert signature here				Insert signature here
________________________________________			________________________________________
Signature of the Client				Signature of the Contractor
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ANNEX 1: Details of order processing (to be completed by the Client/to be adapted by the Contractor if necessary)
	Ref. No.
	Brief description of service

	Subject matter and nature of data processing
What data processing services are provided: Collection? Storage? Transmission? How?
	Does the Contractor store the Client’s data on its own premi
ises?

	When is the data deleted?
	Data
subjects

	Data categories.
	Location (city/country) where the Contractor processes the data


	
	EXAMPLE:
Printing business cards for the employer’s employees
	EXAMPLE:
The personal data to be printed must be received from the Contractor and temporarily stored for technical purposes. This data is then processed and printed to produce business cards.
	EXAMPLE:
Yes
	EXAMPLE:
7 days after the end of the event

	EXAMPLE:
AG staff
	EXAMPLE:
Names, email addresses and work telephone numbers of employees
	EXAMPLE:
Munich

	Click in the table fields to insert text

	 1
	Group Medical Insurance Services for Employees and Dependents of Goethe-Institut Gulf Region

	The Contractor receives, stores, reviews, processes and, where necessary, transfers personal data for the purposes of insurance quotation, underwriting, policy administration, enrollment of insured members, claims administration, customer support, medical pre-authorization, regulatory reporting and provision of health insurance services. Processing may include collection, storage, retrieval, transmission, updating, archiving and deletion of personal data.
	 Yes

	Upon expiry of statutory retention periods applicable under insurance and regulatory requirements and completion of all contractual, legal and claims-related obligations.
	Employees of Goethe-Institut Gulf Region and their eligible dependents.
	Names, contact details, date of birth, nationality, passport details, Emirates ID details, visa information, employment information, dependent information, policy information, claims information, medical information, health-related data and other personal data required for the administration of health insurance coverage.
	United Arab Emirates and any other locations where the insurer, its affiliates, reinsurers, medical network providers, claims administrators or authorized service providers process data in connection with the insurance services.



ANNEX 2: Details of the Contractor’s data protection organisation (to be completed by the Contractor)
a.	Recipients of instructions on the Contractor’s side – name, role
Click here to insert text

b.	Data Protection Officer
☐	A DPO has been appointed by the Contractor. Name and contact details: _________________________________
☐	No DPO has been appointed. Reason: ________________________________
Note: Section 38 of the Federal Data Protection Act (BDSG) applies to the Client and therefore to the Contractor. Under this provision, the appointment of a DPO is mandatory if the Contractor has at least 20 employees, and in the case of small businesses with fewer than 20 employees, if the Contractor processes data in accordance with Article 9 of the GDPR or offers market or opinion research.

c.	Confidentiality, etc.
☐	All the Contractor’s employees who may come into contact with the Client’s data are familiar with the data protection provisions applicable to them and are obliged to maintain confidentiality and to handle data in a confidential manner.

d.	Data protection training
☐	The Contractor’s employees who may come into contact with the Client’s data have received regular training in data protection.

e.	Internal data protection controls
☐	The Contractor carries out regular internal data protection controls.

f.	Certifications	
☐	The Contractor holds the following certificates or attestations (e.g. ISO 27001 certificate), which also, or specifically, relate to the procedures for the collection, processing or use of the Client’s data.
			☐	None
			☐	The following (please attach and list here):	                                                                	

g.	Data protection policy	
☐	The Contractor has documented internal regulations and guidelines on data protection and the secure processing of information.

h.	Further development of data protection management	
☐	The Contractor’s established data protection management system is continuously developed and improved.

i.	Mandatory data protection documentation	
☐	The Contractor has data protection documentation in place that takes into account the requirements of the GDPR. In particular, the Contractor has privacy notices, a record of processing activities and (where applicable) DPAs with any service providers.


ANNEX 3: Location of data processing by the Contractor (to be completed by the Contractor)

Is the data processing carried out by the Contractor within or from a Member State of the EU, the EEA or a country for which the adequacy of the level of data protection has been established by an adequacy decision of the European Commission (Art. 45(3) GDPR)?
Note: Please provide details of the location of data processing by any sub-processors in Annex 4.

☐	Yes			☐	No

If “No” is ticked above, the parties agree that EU Standard Contractual Clauses must be concluded between the contracting parties, unless an adequate level of data protection
☐ is ensured by binding internal data protection rules at the Contractor (Art. 46(2)(b) in conjunction with Art. 47 GDPR)
☐ is ensured by: ____________________________________________


ANNEX 4: List of approved sub-processors (to be completed by the Contractor)
Are any sub-processors used?		☐	No
						☐	Yes
Where sub-processors are used, they must be listed in full in the table below.
Note: Please only provide details here regarding data processing activities that you have outsourced to sub-processors. Sub-processors who perform general activities, such as organisational or consultancy services that do not involve personal data, should not be listed here.

	Name of the sub processor
	Address of the sub processor
	Role of the sub processor
(= Which of the client’s data does the sub processor process/have access to, and for what reasons?

	Click in the table fields to insert text

	 
	 
	 

	 
	 
	 

	 
	 
	 

	 
	 
	 

	 
	 
	 

	 
	 
	 

	 
	 
	 

	 
	 
	 

	 
	 
	 

	 
	 
	 





ANNEX 5: Description of the technical and organisational measures taken by the Contractor to protect the Client’s data and sensitive information (to be completed by the Contractor)
1. Instructions for completion:
The table below sets out the requirements for the technical and organisational measures (TOMs) to be implemented by the Contractor. By ticking the checkboxes next to the measures, the Contractor confirms their implementation.
Measures in bold represent minimum requirements. If these are not ticked, the Contractor must provide details in the section ‘Optional: Brief description of …’ to explain alternative or supplementary measures that equally adequately fulfil the actual minimum requirement.
To facilitate and expedite the Client’s review of this Annex 5, the Contractor should also use the section ‘Optional: Brief description of …’ to briefly explain the measures highlighted by the Contractor or any additional measures taken in relation to each warranty objective.
Should any clarification be required regarding these measures, the Contractor shall contact the Client before the contract is concluded.
2. Areas of responsibility for remote access and other data transmission scenarios
Scenario A: Virtual Client
a) Description: The Contractor accesses the Client’s resources via remote access provided by the Client. In doing so, the Contractor processes the Client’s Data or Sensitive Information within the meaning of Clause 5.4 (collectively referred to as “Information” in this Annex 5) as part of the provision of services.
b) Areas of responsibility: The Client shall implement state-of-the-art TOMs for the virtual client and the information that can be processed therein. The Contractor shall implement TOMs within its area of responsibility (in particular the systems from which the Client’s virtual client is used).

Scenario B: Cloud application
a) Description: The Client provides cloud-based resources which the Contractor accesses in the course of providing its services and within which it processes the Client’s information.
b) Areas of responsibility: The Client implements state-of-the-art TOMs for the cloud-based resources and information that can be processed therein. The Contractor implements TOMs within its area of responsibility (in particular the systems from which the Client’s cloud-based resources are used and the Client’s information is processed).
 
Scenario C: Email
a) Description: The Client and the Contractor exchange information electronically exclusively via email. The Contractor therefore uses its own IT applications and infrastructure to provide the service.
b) Areas of responsibility: The Client implements state-of-the-art TOMs for its email systems and the information processed therein. The Contractor implements TOMs within its area of responsibility (in particular the systems on which the Client’s information is processed). 

The Contractor is therefore obliged, in all scenarios, to provide statements regarding the implementation of the technical and organisational measures listed below within its area of responsibility, so that a consistently high level of security is achieved.

The following generally applies to scenarios A and B:
Remote access (Scenario A) or the cloud-based resource (Scenario B) is operated and monitored by the Client’s IT department. The Client provides personalised user credentials for access. Authentication is carried out via multi-factor authentication. Login processes, user activities carried out and security-related events are logged and analysed. The log data is processed for the purpose of secure operation. Where necessary, the Client and the Contractor may jointly evaluate the log data. In the event of a suspected security incident, the Client may immediately disconnect the connection (Scenario A) or access (Scenario B) and deactivate the Contractor’s associated access credentials. The Contractor shall provide internet access via which the Contractor accesses the Client’s remote access (Scenario A) or cloud-based resource (Scenario B). The Client shall not bear the costs for this internet access. The Client shall grant the Contractor access rights that are restricted to those necessary for the performance of the tasks (the ‘need-to-know’ principle).



	Abbreviation
	Explanation and examples
	Description of the specific measures taken by the Contractor

	
	
	

	1. Confidentiality (Art. 32(1)(b) GDPR)

	Physical access control
	State-of-the-art measures designed to prevent and detect unauthorised access to data processing facilities.
	Measures taken by the Contractor:
Physical security concept implemented				☐
Physical Access concept implemented in accordance with the
‘least privilege’ principle						☐
Perimeter protection						☐
Burglar-resistant windows and doors					☐
Escorting visitors / external staff					☐
Recording of visitors / external staff					☐
Visitor passes / external staff passes					☐
Documented key management					☐
Locking system with security circuits					☐
Site security or gatekeeper						☐
Alarm systems							☐
CCTV								☐

Optional: Brief description of alternative or supplementary physical access control measures taken by the Contractor:
Click here to insert text


	System Access control
	State-of-the-art measures that make unauthorised use of the system difficult and enable such use to be detected.

	Measures taken by the Contractor:
Process for creating, modifying and deleting system access credentials	☐
Assignment of unique, personalised user IDs				☐
Use of strong, state-of-the-art passwords				☐
Prompt installation of security-related updates				☐
Multi-factor authentication when logging in via external networks		☐
Multi-factor authentication when logging in with administrative credentials	☐
Technical enforcement of password requirements				☐
Prohibition on the reuse and sharing of passwords			☐
Locking of inactive sessions (automatic and manual)			☐
Policies on locking compromised user accounts				☐
Changing default login credentials					☐
Restricted & cryptographic storage of passwords				☐

Optional: Brief description of alternative or supplementary access control measures implemented by the Contractor: 
Click here to insert text


	Data Access control
	No unauthorised reading, copying, modification or removal within the system, e.g.: Authorisation concepts and access rights tailored to requirements
	Measures taken by the Contractor:
Role and rights concept implemented in accordance with the
‘least privilege’ principle 						☐
Separation of administrative and non-administrative activities		☐
Data storage encryption on mobile devices				☐
Data storage encryption on server systems				☐
Programmes to protect against malware				☐
Multi-level administrative permissions based on the ‘least privilege’ principle	☐
Review of assigned roles and rights to ensure they are necessary		☐

Optional: Brief description of alternative or supplementary access control measures implemented by the contractor: 
Click here to insert text


	Segregation of duties
	Separate processing of information collected for different purposes, e.g. multi-tenancy, sandboxing;
	Measures taken by the Contractor:
Implemented multi-tenant concept for the separation of data sets		☐
Separate processing of test and live data				☐
Granting of access rights on a ‘need-to-know’ basis			☐
Ensuring that data sets to be separated are used only for their intended purpose		☐ 

Optional: Brief description of alternative or supplementary measures taken by the Contractor for segregation control: 
Click here to insert text


	Pseudonymisation and anonymisation
	Provided that the purpose of the data processing can also be achieved using pseudonymous or anonymous data.
	Measures taken by the Contractor:
Replacement of direct personal identifiers with pseudonyms		☐
Access protection for mapping tables: pseudonym <=> real data		☐
Data-minimised collection of personal attributes				☐
Anonymisation of highly sensitive personal data				☐
Raising staff awareness of pseudonymisation				☐

Optional: Brief description of alternative or supplementary measures taken by the Contractor regarding pseudonymisation: 
Click here to insert text 


	2. Integrity (Art. 32(1)(b) GDPR)

	Control of disclosure
	No unauthorised reading, copying, alteration or removal during electronic transmission or transport, e.g.: encryption, Virtual Private Networks (VPN) 
	Measures taken by the Contractor:
Transport-encrypted transmission of personal data			☐
Content-encrypted transmission of personal data				☐
Logging of data transfers (including analysis)				☐
Use of systems to prevent data leaks					☐
Raising staff awareness of data disclosure controls			☐

Optional: Brief description of alternative or supplementary measures taken by the Contractor to control data disclosure: 
Click here to insert text 

	Input control
	Determining whether and by whom information has been entered into, modified or removed from data processing systems, e.g.: logging, document management
	Measures taken by the Contractor:
Granting of access rights on a ‘need-to-know’ basis 			☐
Logging of processing operations (including evaluation)			☐
Verification of extensive data entries					☐
Versioned storage and backup of data sets				☐

Optional: Brief description of alternative or supplementary measures taken by the Contractor for input control:
Click here to insert text


	3. Availability and resilience (Art. 32(1)(b) GDPR)

	Availability control and rapid recovery
	Protection against accidental or deliberate destruction or loss, e.g.: backup strategy (online/offline; on-site/off-site), contingency plans
	Measures taken by the Contractor:
Regular data backups						☐
Redundant IT infrastructure						☐
Contingency management for foreseeable failure scenarios			☐
Provision of fallback IT infrastructure					☐
Operational monitoring of the IT infrastructure				☐

Optional: Brief description of the Contractor’s alternative or supplementary measures for availability monitoring and rapid recovery: 
Click here to insert text





	4. Procedures for the regular review, assessment and evaluation of and privacy-friendly default settings (Art. 32(1)(d) GDPR; Art. 25(1) GDPR)	Comment by Autor: Ideally, only the topic of evaluation should be included here and added to the requirements. Details regarding DSMS are already included in Annex 2, and details regarding Privacy by Design are not a TOM topic. 
I regard Incident Response Management as optional; however, to ensure consistency with sections 2.8 and 2.9, only non-data protection incidents should be covered here.

	Incident response management
	
	Measures taken by the Contractor:
Established processes for handling security incidents			☐
Established processes for handling data protection incidents		☐
Established security monitoring of the IT infrastructure			☐
Regular drills of incident response processes				☐
Consistent and traceable documentation of incidents			☐
Established reporting and escalation procedures 				☐

Optional: Brief description of the Contractor’s alternative or supplementary measures for incident response management: 
Click here to insert text


	Privacy by design & privacy by default
	Where the Contractor provides software development or comparable services to the Client.
	Measures taken by the Contractor:
Ensuring data minimisation during system configuration			☐
Compliance with the principle of purpose limitation during
system configuration						☐
Compliance with retention periods during system configuration		☐
Opt-in for extended processing of personal data				☐

Optional: Brief description of the Contractor’s alternative or supplementary measures regarding privacy-friendly default settings:
Click here to insert text


	Control of processing
	Where the Contractor itself engages data processors as sub-processors: No data processing within the meaning of Article 28 of the GDPR without corresponding instructions from the Client, e.g.: Clear contract terms, formalised contract management, strict selection of the service provider, duty to verify in advance, follow-up checks.
	Measures taken by the Contractor:
Defined selection criteria for sub-processors				☐
Data protection management of contractual relationships			☐
Transparency regarding the identification of subcontractors used		☐
Processes for monitoring subcontractors				☐

Optional: Brief description of alternative or supplementary measures taken by the Contractor for contract monitoring:
Click here to insert text


	Evaluation
	Procedures for the regular review, assessment and evaluation of the effectiveness of the technical and organisational measures to ensure the security of data processing.
	Measures taken by the Contractor:
Regular internal audits and reviews of measures				☐
Conducting penetration tests 						☐
Process for the continuous improvement of information security		☐
Processes for evaluating subcontractors					☐

Optional: Brief description of alternative or supplementary measures taken by the Contractor for evaluation:
Click here to insert text
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