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THE "FAKELESS"PROJECT COMPRISES OFFLINE INTERACTIVE EXHIBITIONS
AND AN ONLINE PLATFORM OFFERING DIGITAL GAMES AND POSTERS.

"FAKELESS"IS IMPLEMENTED BY GOETHE-INSTITUT IN COOPERATION WITHKUNSHT
(UKRAINE). WE ARE VERY GRATEFUL TO OUR PARTNERS: GERMAN FEDERAL FOREIGN
OFFICE, CIVIL SOCIETY OF COOPERATION, MALTIDA.ES AND TACTICAL TECH, WITH WHOM
WE CREATED SOME PARTS OF THE 'FAKELESS' EXHIBITION.
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WHEN WAS THE LAST TIME YOU READ AN ARTICLE

TO THE END? HOW MANY TIMES HAVE YOU SHARED
LINKS WITHOUT OPENING THEM? EVERY CARELESS
CLICK REDUCES YOUR MISINFORMATION IMMUNITY.

TOFIND OUT HOW WELL YOU NAVIGATE THE

INFORMATION WORLD, PLAY GAMES ON THE
FAKELESS PLATFORM.IT IS CREATED FOR YOUNGER
AND OLDER GENERATIONS SO THAT MORE AND MORE
PEOPLE UNDERSTAND HOW THE DIGITAL SPACE
WORKS.

ON THIS WEBSITE, YOU WILL FIND 15 GAMES DIVIDED
INTO FOUR BLOCKS.EACHBLOCK IS ONE SHOT OF

A VACCINE AGAINST FAKES AND ATTEMPTS TO HIDE
THE TRUTH. CHOOSE ONE OF NINE LANGUAGES,
PLAY GAMES, AND GET IMMUNIZATION AGAINST
DISINFORMATION!

VACCINATIONS SOMETIMES NEED A BOOST BECAUSE
VIRUSES (BOTH BIOLOGICAL AND INFORMATIONAL)
CHANGE AT A CRAZY SPEED. THEREFORE, WASH
YOUR HANDS AND IMPROVE YOUR MEDIA LITERACY!
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ORIGINAJ-
° n “ ° I START THE GAME
IN 2006, AN INTERFACE DESIGNER AZA

RASKIN CREATED THE CONCEPT OF THE 712 m

INFINITE SCROLL. IT ALLOWS YOU TO
SCROLL YOUR FEED ENDLESSLY.

IT BECAME ONE OF THE MOST POWERFUL
TOOLS TOKEEP YOUIN THE RABBIT HOLE
OF SOCIAL MEDIA ADDICTION. HOW
ADDICTED ARE YOU, AND WHAT IS YOUR
ATTITUDE TO TECHNOLOGY?

GET THE FIRST BOOST OF THE
DISINFORMATION VACCINE!

HAVE YOU EVER REPOSTED AN ARTICLE
' B° 031 WITHOUT READING IT FIRST?
I

START THE GAME
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If it is impossible to use tablets for game demos, we have You can use posters (on the wall) and tablets with
developed posters that give a full description, and visitors can games (on the tables). Alternatively, you can only use
access the welbsite URL for this particular game by QR code. posters on the wall.
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INFINITE SCROLL.IT ALLOWS YOU TO
SCROLL YOUR FEED ENDLESSLY.

IT BECAME ONE OF THE MOST POWERFUL

NASA SCIENTISTS INTRODUCE

TOOLS TOKEEP YOUIN THE RABBIT HOLE

OF SOCIAL MEDIA ADDICTION. HOW 13TH ZODIAC SIGN o e——
ADDICTED ARE YOU, AND WHAT IS YOUR turned 30 in 2020. He com-
‘ . . . . plained about this on all social
ATTITUDE TO TECHNOLOGY? NASA scientists have published a study that the posi- media, because he didn't
GET THE FIRST BOOST OF THE tion of stars on the sky has changed. The researchers B o
DISINFORMATION VACCINE! START THE GAME claim that due to the change in the earth's axis, 13 con- without friends.
stellations are already singled out in the starry sky.
Turns out, the constellation Ophiuchus is located be- 1 2 3
tween Scorpio and Sagittarius. The Sun passes this ARG DB
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HOW OUR BRAIN REAG
TO Mi

EVERY DAY WE RECEIVE TONS OF IN-
FORMATION FROM VARIOUS SOURCES,
MUCH OF WHICH IS INCORRECT AND
MANIPULATIVE. WHY DO WE EASILY
BELIEVE FAKENEWS AND REJECT
FACTS CONTRADICTING OURBELIEFS?
IS IT POSSIBLE TO AVOID THE TRAPS
OF MANIPULATION AND MAKE ARA-
TIONAL DECISION?

HAVE YOU SEEN YOUNG ROBERT DE NIRO

IN “THE IRISHMAN®? TO MAKE AN ACTOR
YOUNGER, THE DIRECTOR MARTIN SCORSESE
USED DEEPFAKE TECHNOLOGY. IT IS WIDELY
USED TODAY IN THE ENTERTAINMENT INDUS-
TRY BUT IS ALSO A PROPAGANDA TOOL. THE
FIRST DEEPFAKES WERE EASY TO IDENTIFY,
BUT CAN YOU DETECT THEM NOW? WHAT

DO YOU KNOW ABOUT DIGITAL SECURITY? TO EVALUATE THE TRUTHFULNESS OF
INFORMATION, IT ISNECESSARY TO
MAKE AN EFFORT TO VERIFY IT IN RELI-
ABLE SOURCES, ANALYZE HOW MUCH
IT CONTRADICTS OUR WORLDVIEW,
AND ENSURE THAT WE HAVE AVOIDED
FALLINGINTO THE TRAP OF NUMER-
OUS COGNITIVE BIASES.LET'S LOOK AT
THE CRITICAL BRAIN STRUCTURES IN
PROCESSING INFORMATION FROI

NEWS FEEDS. @

ARE YOU PROTECTED ENOUGH? PLAY
AND GET THE SECOND BOOST AGAINST
DISINFORMATION.

DO YOU FEEL SOMETIMES SAD
AFTER SCROLLING SOCIAL MEDIA?
P
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@ START THE GAME
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DO YOU KNOW ABOUT DIGITAL SECURITY?
ARE YOU PROTECTED ENOUGH? PLAY
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DISINFORMATION.
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S—BOOST °°

THE WASHINGTON POST PUBLISHES
ABOUT 1200 NEWS PIECES PERDAY.THIS IS
JUST ONE NEWSROOM IN THE US. IMAGINE
HOW MUCH INFORMATION WE READ, HEAR
AND WATCH EVERY DAY.ISEVERYTHING
WE SEE TRUE? CAN WE IDENTIFY FAKE
NEWS IN THE CONSTANT INFORMATION
FLOW? THE THIRD BOOST WILL HELP YOU!

DO YOU ALWAYS GET YOUR NEWS FROM
THE PROFESSIONAL NEWS OUTLETS?

95 cm

30cm or more
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Your selfie, your data

Your face has a unique set of data measurements called a
faceprint:

V' yaur éyes

The width of your nose

acognise you in a space whare you would

[l

A

106 cm

You are not the only author
of your faceprint
A faceprint can be generated from your face on social media,

in real time by a CCTV camera or using technologies that are
invisible to the human eye, like infrared or thermal imaging.

Selfie or f . . \ [ 4Y
photagraph

d

Videa footage nfrared and

thermal imaging

mebody has yo

=
2cm tum itinto 8
your face thatincludes other
- Whar ha and whoowns
v has 6

Your body, your data

Some companies claim that they can infer many things from
your faceprint such as your emotions, sexual orientation,
genderor age. Inreality it is hard to make these assumptions
because everybody is different. However, they may use

your faceprint alongside other methods to get a deeper
understanding of who you are and what you like:

Eye tracking:
Maritors your

Emotion recognition:
Keantifias varous moads base

your facial features and,

ou = chesting during an exam bacsuss

R




DO YOU ALWAYS GET YOUR NEWS FROM
THE PROFESSIONAL NEWS OUTLETS?
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Your selfie, your data

Your face has & unique set of data measurements called a
faceprint:

:
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eyesockets

@ What f somobdy could rocogisa you ina sp1ca whero you would
athocbe avarymous?
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You are not the only author
of your faceprint
A faceprint can be generated from your face on social media,

in real time by 8 CCTV camera or using technologies that are
invisible to the human eye, like infrared or thermal imaging.
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Your body, your data

Some companies claim that they can infer many things from
your faceprint such as your emotions, sexual orientation,
gender or age. In reality it is hard to make these assumptions
because everybody is different, However, they may use
your faceprint methods to get a d
understanding of who you are and what you like:
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What does your selfie reveal
about you?
Facial recognition technology is all around us: on our phones,

on our streets and sometimes even in our schools. Itis
normally used to answer the following questions:

you appear n someano

— Are you whoyou say
youare?
Varitication comparo your
face toother photogrophs

dontity. for oxamplo to
unlock your phone.

Tracking follows your movements Clustering assembles

tacogrin,
mave through o supermorket.

for
examole ina digiol photo
albumor from footage ot
o public event

@ Wha £ tho faco thatyou use to unlock your phone was also sotted
noar thascanaofa crime?

-

105 cm

30cm or more

ORIGINAL
ORNOT?

30cm or more

How $o ..

\
/

ORIGINAL
ORNOT?

il L=
o0
o0

Hello,

Friend

30cm or more

ORIGINAI

ORNOT

'WHAT THE
F*TURE
WANTS

@
o0

Let’s

Facelt

30cm or more




In this section, three activities by Tactical
Tech require a surface to write and draw
on, such as a table or a cabinet.

Placing the intro poster and explanation
on the wall would be best. On the table,
we add instructions for the activity and
the activity itself, printed in sufficient
qguantity for the exhibition visitors. The
orint is double-sided for the interactive
part.

The same approach applies to all three
interactive posters. Please provide pencils
and colorful markers for participants to
write on the activities.
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IN1960, RICHARD NIXON AND J.F. KENNEDY
HELD FAMOUS ELECTION DEBATES, ONE OF
THE FIRST POLITICAL DISCUSSIONS SHOWN
ON TV.KENNEDY WAS YOUNG AND ACTIVE,
UNLIKE GRIM NIXON, WHO FELT UNCOM-
FORTABLE IN FRONT OF THE CAMERAS.
THAT WAS A HUGE POLITICAL BOOST FOR
KENNEDY AND ONE OF THE FACTORS INHIS
WIN. YOU WON'T HAVE A CAMERA TODAY,
BUT YOU WILL TRY TOPROVE AN OPPONENT
WRONG AND REMEMBER THE MEANING

OF MEDIA CONCEPTS.MAKE YOURSELF

TOTALLY IMMUNE!

DO YOU FEEL MORE EMPOWERED
IN THE MEDIA WORLD AFTER
THIS EXHIBITION?

30cm or more

95 cm

ORIGINAL
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They cresta theories with no scientific
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FORMATS: WEBSITES: consumed and shered s reel during
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Their notoriety gives them credibility,
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or contentwith no evidenca.
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W Power comes with credibility, end zome -
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IN 1960, RICHARD NIXON AND J.F.KENNEDY
HELD FAMOUS ELECTION DEBATES, ONE OF
THE FIRST POLITICAL DISCUSSIONS SHOWN
ON TV.KENNEDY WAS YOUNG AND ACTIVE,
UNLIKE GRIMNIXON, WHO FELT UNCOM-
FORTABLE INFRONT OF THE CAMERAS.
THAT WAS A HUGE POLITICAL BOOST FOR
KENNEDY AND ONE OF THE FACTORS INHIS
WIN. YOU WON'T HAVE A CAMERA TODAY,
BUT YOU WILL TRY TO PROVE AN OPPONENT
WRONG AND REMEMBER THE MEANING

OF MEDIA CONCEPTS. MAKE YOURSELF

TOTALLY IMMUNE!

DO YOU FEEL MORE EMPOWERED
IN THE MEDIA WORLD AFTER
THIS EXHIBITION?
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THE 10 CHARACTERSS®
OF DI SRMATION

1. HATE GENERATORS
B They create false messages to attack specific
groups such as women, the LGBT+ community,
8 migrants or minority groups. Their goal is to 6. FAMILY
| makehate govirl 4 Peopie Usually trust their families and close
! L&) friends, which makes them vuinerable to
DISINFORMATION HAS MANY 2. CONSPIRACISTS % B Tt e anaredby these famiy members
They create theories withno scientific of friends.
. evidence or backed data. They are
FORMATS: WEBSITES, consumed end shared as real during = e =
situations of crisis or unrest. “ AK “A"
SCREENSHOTS, AUDIOS, o Lh i i A -
oy claimto have real Information on where somebody
VIDEOS, ETC. 2. IMITATORS .lr lives or works and ask you to trust them as they've got
. rg ¥insight* on the matter. They do so without evidence.
1

AND BEHIND THEM THERE
ARE ALWAYS PEOPLE WHO
CREATE THEM, ALL WHO
HAVE DIFFERENT INTENTIONS.

W They create jokes, but some people don't
5 getthem and they share them as if they
were real. The joke becomes a hoax.

9. THE CELEBRITY

Their notoriety gives them credibility,

but they share disinformation
=9 or content withno evidence.
S. THE POLITICIAN 3

gmm Power comes with credibility, and some
3 politicans take acvantago of the trust
4 they have gained to spread lies and try 10. BOT
toreshape the public debato, e s Who Das Desnhireci 3 Tarage

| false socialmedia accounts to spread
) disinformation, as an sttempt to influence
the public discourse.

- They imitate real news outlets or pretend to be

g journalists. They want you to visit their website,
Wwhichis often ful of adverts that provide them with
money. Sometimes they also went their political

message to go viral.

4. SCAMMER

‘ They create false content by
£ impersonating bra taking advantage
Y of asituation of cris|

data or money with their scam.
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Hi everyone! Have you seen new research?
We get even more evidence!

bestfloats.fish

SCIENTISTS HAVE PROVED WITH CER-
TAINTY THAT VACCINES CAUSE AUTISM!

@ .
You aren't too seri-

10em ous about it, right?
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( Ihave some doubts
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ABCNews

@ABC
A first-generation iPhone has been
sold at an auction for $190,373,

roughly 380 times its original price of
$499 when it went for sale in 2007.
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INEVERYDAY LIFE, WE ARE OF TEN SURROUNDED
BY FALSE AND MANIPULATIVE NEWS.READ OUR
HEADLINES - AND CHECK WHETHER YOU CAN
DISTINGUISHFAKES FROM TRUE INFORMATION.
PUT AFILTER ON THE HEADLINES TO VERIFY
YOUR GUESSES
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In Greece, the ruling con-
servative party "New De-
moecracy” lost the clee-

tions in June 2023.
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—— NAVIGATE IN THE
MEPRPIA S ISNS

“Boware, conspiracy theorists!", "STOP:
troling* - these are only a few signs which
O couldhelp us avoid an accident in the media

world.Let's see how well you can navigate the
road. Lear the signs and apply them to the
ogoend appropriate situations. You may receive a
special driver's license if you pass this test.
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How to lock an app on the tablet

In order for the guests not to close the games
on the tablets, we have to lock them.

Please see instructions how to do that on the

hext slide
A4
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How to lock an app on the tablet

1. Connect tablet to WIF|

2. Download Kiosk App on the tablet (if it is already installed, ignore this step)
Link to download: https://play.google.com/store/apps/details?
id=com.procoit.kioskbrowser&hl=rudgl=US

3. Follow this demonstration to install the Kiosk App: https://www.youtube.com/watch?
v=2deyX2p1kBO&feature=youtu.be

4. Necessary steps to do: create a new password (that only the supervisors of exhibition will know)

0. Add link of a game to the app
Settings = General = Kiosk URL = paste here URL of the Game

The link should be to the start page of the game.
= xample: https://fakeless.org/game/news-tinder



https://play.google.com/store/apps/details?id=com.procoit.kioskbrowser&hl=ru&gl=US
https://play.google.com/store/apps/details?id=com.procoit.kioskbrowser&hl=ru&gl=US
https://play.google.com/store/apps/details?id=com.procoit.kioskbrowser&hl=ru&gl=US
https://www.youtube.com/watch?v=2deyX2p1kB0&feature=youtu.be
https://www.youtube.com/watch?v=2deyX2p1kB0&feature=youtu.be
https://fakeless.org/game/news-tinder

How to lock an app on the tablet

1. 8. Add the same link to Whitelist
2. Settings = Whitelist = Whitelist URL (comma separated) = paste here URL of the App —itis
the SAME URL as the previous step

4. Exit KIOSK Settings and you are ready to go — now visitors can only acess the game

0. IMPORTANT!In order to go back to Settings, tap multiple times anyware on the tablet (but do
it quickly) — the window with password will pop up. You can add password, which you have
created before and you can access KIOSK Settings and make changes, or delete the app, or
change the page, etc.



